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GENERAL DISCUSSION--CREATING A CULTURE OF HONEST AND HIGH ETHICS 

 
It is the responsibility of the Chester County School District to create a culture of honesty and 

high ethics and to clearly communicate acceptable behavior and expectations of its employees.  

Such a culture is rooted in a strong set of core values (or value system) which provides the 

foundation for employees as to how the organization conducts its business.  It also allows an 

entity to develop an ethical framework which covers (1) fraudulent financial reporting, (2) 

misappropriation of assets, and (3) corruption as well as other issues. 

 

Creating a culture of honesty and high ethics generally includes the following: 

 

Directors and officers of the entity set the “tone at the top” for ethical behavior within any 

organization.  Research in moral development strongly suggests that honesty can best be 

reinforced when a proper example is set--sometimes referred to as the “tone at the top.”  Such 

research concludes management of an entity cannot act one way and expect others in the entity to 

behave differently. 

 

In many cases, particularly in larger organizations, it is necessary for management to both 

behave ethically and openly communicate its expectations for ethical behavior because most 

employees are not in a position to observe management’s actions.  Management must show 

employees through its words and actions that dishonest or unethical behavior will not be 

tolerated, even if the result of the action benefits the entity.  Moreover, it should be evident all 

employees will be treated equally, regardless of their position. 

 

For example, statements by management regarding the absolute need to meet operating and 

financial targets can create undue pressures which may lead employees to commit fraud to 

achieve them.  Setting unachievable goals for employees can give them two unattractive choices: 

fail or cheat.  In contrast, a statement from management which says, “We are aggressive in 

pursuing our targets, while requiring truthful financial reporting at all times,” clearly indicates to 

employees that integrity is a requirement.  This message also conveys the entity has “zero 

tolerance” for unethical behavior, including fraudulent financial reporting. 

 

Furthermore it is reported the cornerstone of an effective antifraud environment is a culture with 

a strong value system founded on integrity.  This value system is reflected in a code of conduct.  

The code of conduct should reflect the core values of the entity and guide employees in making 

appropriate decisions during their workday.  The code of conduct might include such topics as 

ethics, confidentiality, conflicts of interest, intellectual property, sexual harassment, and fraud.  

For a code of conduct to be effective, it should be communicated to all personnel in an 

understandable fashion.  It also should be developed in a participatory and positive manner 

which will result in both management and employees taking ownership of its content.  Finally, 

the code of conduct should be included in an employee handbook or policy manual, or in some 

other formal document or location (for example, the entity’s intranet) so it can be referred to 

when needed. 
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Research results indicate wrongdoing occurs less frequently when employees have positive 

feelings about the entity than when they feel abused, threatened, or ignored. 

 

Without a positive workplace environment, there are more opportunities for poor employee 

morale, which can affect an employee’s attitude about committing fraud against an entity. 

 

It is widely accepted management needs to clearly articulate that all employees will be held 

accountable to act within the entity’s code of conduct.  All employees within senior management 

and the finance function, as well as, other employees in areas which might be exposed to 

unethical behavior should be required to sign a code of conduct statement annually, at a 

minimum. 

 

Requiring periodic confirmation by employees of their responsibilities will not only reinforce the 

policy but may also deter individuals from committing fraud and other violations and might 

identify problems before they become significant.  Such confirmation may include statements 

which the individual understands the entity’s expectations, has complied with the code of 

conduct, and is not aware of any violations of the code of conduct other than those the individual 

lists in his or her response.  Although people with low integrity may not hesitate to sign a false 

confirmation, most people will want to avoid making a false statement in writing.  Honest 

individuals are more likely to return their confirmations and to disclose what they know 

(including any conflicts of interest or other personal exceptions to the code of conduct). 

 

The significance of discipline is illustrated in the fact that the way an entity reacts to incidents of 

alleged or suspected fraud will send a strong deterrent message throughout the entity, helping to 

reduce the number of future occurrences.  The following actions should be taken in response to 

an alleged incident of fraud: 

 

• A thorough investigation of the incident should be conducted. 

• Appropriate and consistent actions should be taken against violators. 

• Relevant controls should be assessed and improved. 

• Communication and training should occur to reinforce the entity’s values, code of 

conduct, and expectations. 

 

Expectations about the consequences of committing fraud should be clearly communicated 

throughout the entity.  For example, a strong statement from management that dishonest actions 

will not be tolerated and that violators may be terminated and referred to the appropriate 

authorities, clearly establishes consequences and can be a valuable deterrent to wrongdoing.  If 

wrongdoing occurs and an employee is disciplined, it can be helpful to communicate the facts, 

on a no-name basis, in an employee newsletter or other regular communication to employees.  

Seeing that other people have been disciplined for wrongdoing can be an effective deterrent, 

increasing the perceived likelihood of violators being caught and punished.  It also can 

demonstrate the entity is committed to an environment of high ethical standards and integrity. 

 

Neither fraudulent financial reporting nor misappropriation of assets can occur without a 

perceived opportunity to commit and conceal the act.  Organizations should be proactive in 
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reducing fraud opportunities by (1) identifying and measuring fraud risks (2) taking steps to 

mitigate identified risks, and (3) implementing and monitoring appropriate preventive and 

detective internal controls and other deterrent measures. 

 

Again it is widely held that management has primary responsibility for establishing and 

monitoring all aspects of the entity’s fraud risk-assessment and prevention activities.  Fraud risks 

often are considered as part of an enterprise-wide risk management program, though they may be 

addressed separately.  The fraud risk-assessment process should consider the vulnerability of the 

entity to fraudulent activity (fraudulent financial reporting, misappropriation of assets, and 

corruption) and whether any of those exposures could result in material misstatement of the 

financial statements or material loss to the organization.  In identifying fraud risks, organizations 

should consider organizational, industry, and any other factors which could influence the risk of 

fraud. 

 

Chester County School District’s agenda centers on management efforts to: 

 

• Understand fraud and misconduct risks which can undermine business objectives 

 

• Reduce exposure to corporate liability, sanctions, and litigation 

 

• Achieve the highest levels of business integrity through sound governance, internal 

control, and transparency. 
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Definitions 

 
Fraud is a broad legal concept which generally refers to an intentional act committed to secure an 

unfair or unlawful gain.  Misconduct is also a broad concept, generally referring to violations of 

laws, regulations, internal policies, and governance expectations of ethical business conduct.  

Together, they fall into the following categories of risk which can undermine public trust and 

damage an entity’s reputation for integrity: 

 

• Fraudulent financial reporting (e.g., improper revenue recognition, overstatement of 

assets, understatement of liabilities) 

 

• Misappropriation of assets (e.g., embezzlement, payroll fraud, external theft, procurement 

fraud, royalty fraud, counterfeiting) 

 

• Revenue or assets gained by fraudulent or illegal acts (e.g., over-billing, deceptive 

practices, accelerated revenue, bogus revenue) 

 

• Expenses or liabilities avoided by fraudulent or illegal acts (e.g., tax fraud, wage and hour 

abuses, falsifying compliance data provided to regulators) 

 

• Expenses or liabilities incurred for fraudulent or illegal acts (e.g., commercial or public 

bribery, kickbacks) 

 

• Other misconduct:  A broad concept, generally referring to violations of law, regulations, 

internal policies, and expectations of ethical business conduct. 

 

Key Objectives 

 

An effective, business-driven fraud risk management approach encompasses controls which have 

three objectives: 

 

• Prevent--reduce the risk of fraud and misconduct from occurring. 

 

• Detect--discover fraud and misconduct when it occurs. 

 

• Respond--take corrective action and remedy the harm caused by fraud or misconduct. 

 

It is an ongoing process.  Effective fraud risk management provides an organization with tools to 

manage risk in a manner consistent with regulatory requirements as well as needs and 

expectations of the Chester County School District.  This approach has four phases. 
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Antifraud Program Phases 

 

Assess Risk -  Identify the scope of the analysis and key stakeholders, profile the current state of 

fraud risk management, set targets for improvement, and define steps necessary to close the 

“gap.” 

 

Design - Develop a broad-ranging program which encompasses controls to prevent, detect, and 

respond to incidents of fraud or misconduct. 

 

Implement - Deploy a strategy and process for implementing the new controls throughout the 

organization and assign responsibility for leading the overall effort to a senior individual. 

 

Evaluate - Assess existing controls compared with legal and regulatory frameworks as well as 

leading practices, such as internal investigation protocols or due diligence practices. 

 

Evaluation 

 
Annually a person designated by the Director of Finance will conduct an evaluation of the 

effectiveness of the Fraud Risk Management Program.  The employee performing the evaluation 

will prepare a report of the effectiveness of the program noting any weaknesses or suggested 

improvements. 



 

CCSD Fraud Risk Management Program Page  6 

 

CHESTER COUNTY SCHOOL DISTRICT ORGANIZATIONAL CODE OF CONDUCT 

 
 

The Chester County School District (CCSD) and its employees must, at all times, comply with 

all applicable laws and regulations.  CCSD will not condone the activities of employees who 

achieve results through violation of the law or unethical business dealings.  This includes any 

payments for illegal acts, indirect contributions, rebates, and bribery.  Any activity on the part of 

employees who fail to stand the closest possible public scrutiny will not be permitted. 

 

All business conduct should be well above the minimum standards required by law.  

Accordingly, employees must ensure their actions cannot be interpreted as being, in any way, in 

contravention of the laws and regulations governing the District’s operations. 

 

Employees uncertain about the application or interpretation of any legal requirements should 

refer the matter to their superior, who, if necessary, should seek the advice of Director of 

Finance. 

 

General Employee Conduct 

 

Employees are expected to conduct themselves in a business-like manner.  Drinking, gambling, 

fighting, swearing, use of illegal drugs and similar unprofessional activities are strictly prohibited 

while on the job.  Employees must not engage in sexual harassment, or conduct themselves in a 

way which could be construed as such, for example, by using inappropriate language, keeping or 

posting inappropriate materials in their work area, or accessing inappropriate materials on their 

computer. 

 

Conflicts of Interest 

 

CCSD expects employees will perform their duties conscientiously, honestly, and in accordance 

with the best interests of the District.  Employees must not use their position or the knowledge 

gained as a result of their position for private or personal advantage.  Regardless of the 

circumstances, if employees sense a course of action they have pursued, are presently pursuing, 

or are contemplating pursuing may involve them in a conflict of interest with their employee; 

they should immediately communicate all the facts to their superior. 

 



 

CCSD Fraud Risk Management Program Page  7 

 

Outside Activities, Employment and Related Interests 

 

All employees share a serious responsibility for the District’s good public relations, especially at 

the community level.  Their readiness to help with religious, charitable, educational, and civic 

activities brings credit to the District and is encouraged.  Employees must, however, avoid 

acquiring any business interest or participating in any other activity outside the district which 

would, or would appear to: 

 

• Create an excessive demand upon their time and attention, thus depriving the District of 

their best efforts on the job. 

 

• Create a conflict of interest--an obligation, interest, or distraction--which may interfere 

with the independent exercise of judgment in the District’s best interest. 

 

Relationships with Customers and Suppliers 

 

Employees should avoid investing in or acquiring a financial interest for their own accounts in 

any business organization which has a contractual relationship with the District, or which 

provides goods or services, or both to the District, if such investment or interest could influence 

or create the impression of influencing their decisions in the performance of their duties on 

behalf of the district. 

 

Kickbacks and Secret Commissions 

 

Regarding the District’s business activities, employees may not receive payment or 

compensation of any kind, except as authorized under the District’s remuneration policies.  In 

particular, the District strictly prohibits the acceptance of kickbacks and secret commissions 

from suppliers or others.  Any breach of this rule will result in immediate termination and 

prosecution to the fullest extent of the law. 

 

District Funds and Other Assets 

 

Employees who have access to District funds in any form must follow the prescribed procedures 

for recording, handling, and protecting money as detailed in the District’s procedural manuals or 

other explanatory materials, or both.  The District imposes strict standards to prevent fraud and 

dishonesty.  If employees become aware of any evidence of fraud or dishonesty, they should 

immediately: 
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District Funds and Other Assets “Cont’d” 

 

• Advise their supervisor and/or 

• Call and report the matter to the Director of Finance 

 

When an employee’s position requires spending District funds or obligating District funds, that 

individual must use good judgment on the District’s behalf to ensure that good value is received 

and that District procurement regulations are followed. 

 

 

District funds and all other assets of the District are for District purposes only and not for 

personal benefit.  This includes the personal use of District assets, such as computers. 

 

Organization Records and Communications 

 

Accurate and reliable records of many kinds are necessary to meet the District’s legal and 

financial obligations and to manage the affairs of the District.  The District’s books and records 

must reflect in an accurate and timely manner all business transactions.  The employees 

responsible for accounting and recordkeeping must fully disclose and record all assets, liabilities, 

or both, and must exercise diligence in enforcing these requirements. 

 

Employees must not make or engage in any false record or communication of any kind, whether 

internal or external, including but not limited to: 

 

• False expense, attendance, production, financial, or similar reports and statements 

• False public relations, deceptive practices, or other misleading representations 

 

Dealing With Outside People and Organizations 

 

Employees must take care to separate their personal roles from their organizational positions 

when communicating on matters not involving District business.  Employees must not use 

District identification, stationery, supplies, and equipment for personal or political matters. 

 

When communicating publicly on matters which involve District business, employees must not 

presume to speak for the District on any topic, unless they are certain the views they express are 

those of the District, and it is the District’s desire that such views be publicly disseminated. 

 

When dealing with anyone outside the District, including public officials, employees must take 

care not to compromise the integrity or damage the reputation of either the District, any outside 

individual, business, or government body. 
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Prompt Communications 

 

In all matters relevant to parents, students, suppliers, government authorities, the public and 

others in the CCSD, all employees must make every effort to achieve complete, accurate, and 

timely communications--responding promptly and courteously to all proper requests for 

information and to all complaints. 

 

 

Privacy and Confidentiality 

 

When handling financial and personal information about employees, students or others with 

whom the District has dealings, the following principles must be observed: 

 

1. Collect, use, and retain only the personal information necessary for the District’s 

business.  Whenever possible, obtain any relevant information directly from the person 

concerned.  Use only reputable and reliable sources to supplement this information. 

2. Retain information only for as long as necessary or as required by law.  Protect the 

physical security of this information. 

3. Limit internal access to personal information to those with a legitimate business reason 

for seeking such information.  Use only personal information for the purposes for which 

it was originally obtained.  Personal information will not be externally disclosed unless 

legal process or contractual obligation provides otherwise. 
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CHESTER COUNTY SCHOOL DISTRICT 

FRAUD RISK MANAGEMENT PROGRAM 
 

 

 

By my signature below, I certify that I have received a copy of the Fraud Risk Management Program of 

the Chester County School District and that I have read and understand the requirements and expectations 

of the District. 

 

 

Name:       

 (Typed or Printed) 

 

Signature:      

 

 

Date:       

 

 

 

 

 


